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MJM Do. No. 5038-41 
CONFIGURATION OF NETWORK APPLIANCES VIA E-MAIL 

BACKGROUND 



5 1. Field 

This disclosure relates to network appliances, more particularly to methods and 
apparatuses for configuration of those appliances. 
2. Background 

Network appliances are becoming prevalent. Network appliances are also referred to 
10 as Internet appliances, Internet devices and networked devices. Generally, they are devices 
that can connect to a network, individually or through a computer, and download, browse or 
provide content to the network. Web cams, electronic books, browser phones, MP 3 players 
and other types of devices would be considered network appliances in the above definition. 

For purposes of discussion, and with no intention to limit application of the invention, 
15 network appliances will be categorized as data sources or data recipients. Data recipients are 
those devices that receive content from the network, not including control information. Data 
sources are those that provide content to the network, such as web cams. 

These devices are typically configured when they are connected to the network. They 
may be reconnected or powered on or off remotely, but typically their configuration does not 
20 change. If the configuration is changed, it normally requires adjustment through direct 
interaction with the device, normally through a user interface. Alternatively, for those 
devices that can be configured over a network, they typically require some sort of interface 
that allows the person changing the configuration to be linked to that device to make the 
adjustments. 

25 Either one of these approaches as well as others require a user interface to be resident 

on the device to allow configuration. Data sources and data recipients have user interfaces, 
although their functionality is slightly different. For example, a user interface for configuring 
a web camera may determine what content the web camera sends to the network. A network 
audio player, such as an MP3 player, may be configured with what content it retrieves from 

30 the network, such as a play list or list of Internet-broadcasting radio stations. 

However, requiring configuration to occur at the device does not take advantage of the 
network with which the device communicates with other devices. Devices already on the 
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network would be more useful and adaptable if they could be configured remotely. Some 
types of devices, such as routers and servers, may be configured remotely. 

However, the configuration processes for these types of devices require detailed 
knowledge of the device being configured in order for the person performing the 
configuration to use the proper methods. In addition, the person performing the configuration 
may have system administrator or 'superuser' status in order to have the authorizations 
necessary to perform the configuration. This is not helpful to the average user. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The invention may be best understood by reading the detailed description with 
reference to the drawing(s), wherein: 

Figure 1 shows one embodiment of a network device in communication with a 
network, in accordance with the invention. 

Figure 2 shows another embodiment of a network device in communication with a 
network, in accordance with the invention. 

Figure 3 shows one embodiment of a method to remotely configure a network device, 
in accordance with the invention. 

DETAILED DESCRIPTION OF THE EMBODIMENTS 
One embodiment of a network appliance in accordance with the invention is shown in 
Figure 1. The network appliance 10 has a mail client 14 embedded within it. The mail client 
14 may be software installed in the system processor 12, or may be installed as part of a 
separate component. For ease of discussion, and with no intention of limiting application of 
the invention, the mail client 14 will be discussed as if it were separate. 

The mail client is operable to receive e-mail containing configuration instructions. 
For convenience of the user, these instructions would be received as a text file. Alternatively, 
the instructions could be sent as a code module in whatever programming language the device 
is capable of interpreting, or as machine language. However, ease and convenience would 
indicate that the ability to send the instructions as a text file would be more useful to the 
average consumer. In this instance, the appliance 10 may include a parser 16 capable of 
extracting the require^commands from a text file. 

The parser may be a separate component or part of the system processor. It is only 
shown as a separate component for ease of discussion, with no intention of limiting 
application of the invention. However, this is an optional component for the appliance. The 
parsing may be done at the network server, or through an intermediate server. 
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In the example of Figure 1, the appliance 10 would receive e-mail instructions from 
the mail server 20 through the network 18. The mail client 14 would operate to retrieve the e- 
mail messages from the mail server 20. The parser 16 would then extract the commands 
contained in any configuration e-mails and communicate with the system processor 12. The 
5 system processor 12 would then configure the appliance 10 accordingly. 

Electronic mail (e-mail) servers can be configured within devices and on networks in 
several ways. A common method for handling e-mail is to have a network server 20, upon 
which is configured an e-mail server. In terms of the current embodiment of the Internet this 
is typically a Post-Office-Protocol, Version 3 server (POP3), an Internet Message Access 
10 Protocol (IMAP), or a Simple Mail Transfer Protocol (SMTP). 

POP3 servers are typically configured in a client-server environment. A POP3 server 
resides on the network, communicating with other mail servers across the network 18. A 
client device, such as a personal computer with e-mail reader software installed, or a network 
appliance 10, in accordance with the invention, connects to the POP3 server. Once 
15 connected, the POP3 client downloads any e-mail for that client and may or may not 
disconnect. 

This example may require an e-mail account to reside upon the mail server. E-mail 
from other servers across the network 1 8 send e-mail to the server on the network, which 
holds it in the client device account until the client device connects. Once communication is 
20 established between the client device and the server, the e-mail may be downloaded or 
otherwise accessed by the client device. 

This example would typically occur for a device for which it is more convenient to 
only connect to the network occasionally. The device may be a portable device, such as an 
electronic book, or a device that may share a limited number of connections to the network. 
25 Connection could occur when the user happens to connect the device to the network, or could 
be on a timer or even basis, for those device that have constant connection capability if not 
actual access to a network connection. 

An alternative embodiment is shown in Figure 2. The network appliance 22 differs 
from that shown in Figure 1 in that e-mail may not be handled on a client-server basis. A 
30 mail server 24, such as those discussed above, running SMTP, IMAP or any other variation 
on a mail server is embedded in the device 24. In the current embodiment of the Internet, 
such a server would work best with a persistent connection to the network. Otherwise, as 
other servers 26 on the network 1 8 send mail to the mail server on the device they would 
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receive an error message if the device were not connected. In this example, there is no e-mail 
account that would hold incoming mail for the device until it makes connection. Therefore, 
the device would remain connected to receive its configuration instructions via e-mail. 

As mentioned above, the parser 16 shown as part of the appliance 22 is an optional 

5 component. E-mails sent to the mail server on the device might be parsed into commands 
prior to arriving at the appliance. Alternatively, the sender may send them in command 
format, which the system processor 12 would identify with no parsing. Regardless of the 
format, the e-mails would include configuration instructions for the appliance and the system 
processor 12 would configure the device according to those instructions. 

10 An embodiment of a method to configure a network appliance by e-mail is shown in 

Figure 3. The appliance would connect to the network in 30, if necessary. This is an optional 
step, as the appliance may have a persistent network connection, wherein it is always 
connected to the network. The appliance would check for new e-mail at 32. If there is no 
new e-mail, and the appliance is one that connects to the network occasionally, it would 

15 disconnect at 40. If the appliance does remain connected to the network, it would return to 
monitoring for new e-mail, more than likely through a mail daemon. 

If new e-mail were present, the e-mail would be downloaded or accessed by the mail 
recipient at 34. The term mail recipient as used here refers to either the mail client of Figure 
1 or the mail server of Figure 2, as well as any future implementations of mechanisms for 

20 receiving e-mail. After downloading, the appliance may parse the instructions at 36, which is 
optional as discussed above. The appliance would then configure itself according to the 
configuration instructions at 38. The process would then return to monitoring for new e-mail, 
or possibly disconnect at 40. 

The mail recipient may be installed on the network appliance by installation of 

25 program code into a network appliance. The program code would be contained on an article 
of storage medium, such as a floppy diskette, CD-ROM or downloadable from the memory of 
a computing device. The network appliance would act as a computing device and access the 
program code that executes all of the necessary instructions in the code to perform the 
methods set forth above. 

30 An example of one application of the methods and apparatus of the invention could be 

a network appliance as a remote camera connected to a network, such as those know as web 
cameras or web cams. The configuration instruction to change the direction in which the 
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camera points, or to order it to pan, tilt or zoom, would be sent in an e-mail across the 
network. The camera would access the e-mail and configure itself accordingly . 

Another possible example is that of an Internet 'radio' receiver. The term 'radio' as 
used in these types of devices does not apply to broadcast signals being sent on the airwaves, 
as the term traditionally suggests. Instead, Internet radio refers to the format of the programs 
sent across the Internet as if they were broadcast stations, whether or not a substantially 
simultaneous traditional radio broadcast occurs. The configuration e-mail in this example 
may be a radio play list that switches the receiver to receive data from a URL from which 
different programs are being broadcast. 

In these and several other examples, the use of e-mail to configure the device allows 
the average consumer to take advantage of the networked nature of these devices. The users 
can configure these devices in a convenient and relatively well-known way, making the 
appliances more useful. 

Thus, although there has been described to this point a particular embodiment for a 
method and structure for an internet appliance configurable by e-mail, it is not intended that 
such specific references be considered as limitations upon the scope of this invention except 
in-so-far as set forth in the following claims. 
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WHAT IS CLAIMED IS: 

1 LA method for configuring an appliance across a network, comprising: 

2 receiving configuration instructions via e-mail received at the appliance. 

1 2. The method of claim 1 wherein the e-mail is received at a mail server on the appliance 

1 3. The method of claim 2 wherein the mail server on the appliance communicates is one of 

2 the group comprised of: an IMAP server, and a SMTP server. 

1 4. The method of claim 1 wherein the method further comprises running a mail daemon 

2 from the appliance, wherein the appliance is always connected to the network and the 

3 daemon monitors electronic mail for the device. 

1 5. The method of claim 1 wherein the method further comprises connecting the appliance to 

2 the network to receive the electronic mail. 

1 6. The method of claim 1 wherein the e-mail is received at a mail client on the appliance. 

1 7. The method of claim 5 wherein the mail client on the appliance communicates with a mail 

2 server on the network. 

1 8. A network appliance, comprising: 

2 a connector operable to connect the appliance to a network; and 

3 a mail recipient operable to receive electronic mail sent to the device. 

1 9. The appliance of claim 8, wherein the appliance further comprises a parser operable to 

2 parse the electronic mail and extract configuration instructions from the electronic mail. 
1 10. The appliance of claim 8, wherein the mail recipient is a mail server. 

1 11. The appliance of claim 8, wherein the connector is operable to provide a persistent 

2 connection to the network. 

1 12. The appliance of claim 8, wherein the mail recipient is a mail client. 

1 13. The appliance of claim 8, wherein the connector is operable to connect the appliance to 

2 the network occasionally. 

1 14. An article comprising: 

2 A storage medium, the storage medium having stored thereon instructions, that, when 

3 executed by a computing device, result in: 

4 i) reception of electronic mail by a network appliance; and 

5 ii) configuration of the appliance in accordance with instructions contained in the 

6 electronic mail. 

1 15. The article of claim 14, wherein the computing device is the network appliance. 

1 16. The article of claim 15, wherein the network appliance is a remote camera. 
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17. The article of claim 15, wherein the network appliance is an Internet radio player 
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CONFIGURATION OF NETWORK APPLIANCES VIA E-MAIL 

ABSTRACT 

A method for configuring a network appliance with instructions sent by e-mail. A 
mail recipient on the appliance, either a mail client or a mail server, receives an e-mail 
containing instructions. The appliance then configures itself according to the instructions. 
The instructions may be parsed into instructions at the appliance or the instructions may 
arrive in a command format that does not require parsing. The appliance may have a 
persistent network connection or may connect to the network occasionally. 
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My residence, post office address and citizenship are as stated below next to my name. 

I believe I am the original, first and sole inventor (if only one name is listed below) or an 
original, first and joint inventor (if plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention which 

[X] is attached hereto. 

[ ] was filed on as Application No. 

[ ] and was amended on (if applicable) 

[ ] with amendments through (if applicable). 

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to the patentability of 
this application in accordance with Title 37, Code of Federal Regulations, Sec. 1,56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Sec. 119 
(a)-(d) or §365(b) of any foreign application(s) for patent or inventor's certificate, or §365(a) 
of any PCT international application which designated at least one country other than the 
United States of America, listed below and have also identified below any foreign application 
for patent or inventor's certificate, or of any PCT international application having a filing 
date before that of the application on which priority is claimed: 

Prior Foreign Application(s) Claiming 

Priority? 

[] [] 

(Number) (Country) (Day/Month/Year Filed) Yes No 

I hereby claim the benefit under Title 35, United States Code, Sec. 1 19(e) of any 
United States provisional application listed below: 

Provisional Application No. Filing Date 



I hereby claim the benefit under Title 35, United States Code, Sec. 120 or §365(c) of 
any PCT international application designating the United States of America listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the 
prior United States application in the manner provided by the first paragraph of Title 35, 
United States Code, Sec. 1 12, 1 acknowledge the duty to disclose information which is 
material to patentability as defined in Title 37, Code of Federal Regulations, Sec. 1.56 which 
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I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 1 8 of the United States 
Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 
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